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ABSTRACT

The complexity and integration of renewable energy in modern power systems present
significant challenges for traditional anomaly detection methods. These existing techniques struggle
to manage the intricate and heterogeneous nature of contemporary electrical systems, necessitating
more effective and precise solutions. To address this, we introduce AGNet, a model that leverages
the Attentional GRU-GAN architecture. By integrating GRU for time series analysis, GAN for
generating synthetic anomaly data, and attention mechanisms for highlighting critical information,
AGNet significantly improves anomaly detection performance. Experimental results show that
AGNet consistently outperforms both traditional methods and other advanced models across various
datasets, demonstrating superior robustness and generalization. This study advances anomaly
detection technology in electrical systems, providing a more reliable and efficient monitoring tool.
The innovative AGNet model not only resolves current detection challenges but also establishes a
framework for future advancements in power system monitoring.

Keywords: Deep learning, Smart grid, Electrical anomaly, Microgrid, Virtual power plant, Neural
networks, Data analysis

1. Introduction

Electrical systems play a vital role in modern society, providing a continuous power supply for
our daily lives and industrial activities. However, as power networks continue to expand in scale and
intelligence improves, electrical system abnormalities have become increasingly frequent and
complex [1]. These anomalies may lead to power supply interruptions, energy waste, and damage to
system equipment, thereby causing serious impacts on society and the economy [2].

Presently, deep learning technology has shown remarkable results in detecting electrical system
anomalies, as evidenced by its application in this field [3]. With the continuous evolution and
optimization of neural network models, their capabilities in large-scale, high-dimensional power data
analysis have been significantly improved [4]. Deep learning algorithms are adept at automatically
learning and extracting abstract features from power system data, eliminating the need for manual
feature engineering. Neural networks can capture complex relationships and potential patterns in data
through multi-level nonlinear transformations, thereby more comprehensively representing the status
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of electrical systems[5]. The operating status of power systems usually has complex temporal
relationships, including seasonal changes, periodic fluctuations, and the occurrence of random events.
Deep learning models like RNN and GRU are highly effective in capturing complex temporal
relationships, enhancing the model's flexibility and generalizability.

Despite the remarkable achievements of deep learning across various fields, challenges persist
in the domain of anomaly detection within electrical systems. Traditional anomaly detection methods
have limited effectiveness in processing complex and nonlinear power data, especially for modeling
and anomaly detection of long-term series data[6]. In addition, the dynamic and heterogeneous nature
of electrical systems also increases the difficulty of anomaly detection. It is difficult for existing
methods to fully capture the abnormal patterns in power systems. Hence, enhancing the model's
generalization ability and accuracy stands as a crucial focus in ongoing research endeavors.

This study focuses on the extensive application of deep learning in electrical anomaly detection.
Through this comprehensive application, we expect to develop a model based on GAN and GRU to
monitor real-time Achieve better results in electrical system anomalies and make more timely
responses to ensure the stable operation of the power system.

The primary contributions of this research include:

1. Design and integration of AGNet model: This paper proposes a novel deep learning model
AGNet, which integrates GRU, GAN, and an attention mechanism. Through the synergy of these
three components, it achieves comprehensive modeling of electrical system anomalies.

2. Introduction of synthetic abnormal samples: By introducing the GAN component, we
successfully used the generative adversarial network to generate synthetic abnormal samples, thereby
expanding the training dataset.

3. Application of Attention Mechanism: This study incorporates the Attention Mechanism into
the model, allowing it to focus more specifically on crucial information related to anomalies by
dynamically adjusting the weights of various time steps.

2. Literature Review

This section systematically reviews mainstream deep learning models for sequence and graph
data analysis, analyzing their working mechanisms, application scenarios, as well as existing
limitations, so as to lay a solid theoretical foundation for the research carried out in this paper.

Recurrent Neural Networks (RNNs) adopt cyclic feedback structures and are originally designed
to process sequential data efficiently. This unique recurrent design enables the network to record
historical information and deliver it to subsequent time steps [7]. RNNs have been widely applied in
natural language processing, speech recognition, time series analysis, and many other research fields
[8]. In practical applications, they perform well in language modeling, machine translation, speech
feature extraction, and financial index prediction, and can also model the running state of power
facilities to support real-time abnormal condition monitoring [9]. However, traditional RNNs are
prone to gradient vanishing and gradient explosion when processing long sequences. This flaw
restricts the model’s ability to capture long-range dependencies and further undermines the detection
accuracy of abnormal events. As an improved variant of RNN, Long Short-Term Memory (LSTM)
is proposed to tackle the long-term dependency defects of original recurrent models. It leverages
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multiple gate control units to govern the forgetting, storage, and output of data features, thus boosting
the processing capability for various time series data [10]. LSTM has achieved satisfactory results in
language comprehension and translation tasks [11], and it also excels at capturing temporal features
in audio signals. In the field of power anomaly detection, LSTM is capable of modeling power system
time-series data and realizing accurate abnormal identification. Even so, gradient anomalies still
occur under certain circumstances, and its complex internal structure may cause model overfitting in
specific application scenarios [12]. Temporal Convolutional Networks (TCNs) are another typical
sequence modeling framework built on convolution operations [13]. Distinct from recurrent
structures, TCNs extract local sequence features via convolutional layers and expand receptive fields
through layer stacking. This model has been widely used in natural language processing, audio
analysis, ecological research, and other domains due to its reliable performance in time series
modeling [14]. It supports parallel computing in both training and inference stages, showing high
computational efficiency and strong adaptability to variable sequence lengths. Meanwhile, TCNs are
far less likely to suffer from gradient vanishing or explosion compared with RNN and LSTM. For
power industry research, TCNs possess promising application value in capturing long-term
dependencies and identifying abnormal states [15]. Their convolutional structure can effectively
extract temporal characteristics of power system data, and the parallel computing advantage ensures
high processing speed for large-scale power datasets [16]. Nevertheless, TCNs struggle to learn
effective long-range dependencies when facing ultra-long sequences that exceed their maximum
receptive range.

Unlike the above models focusing on sequence data, Graph Convolutional Networks (GCNs)
are specially developed for graph-structured data and realize feature learning by conducting graph
convolution and information propagation [17]. Based on graph adjacency matrices, GCNs update the
feature representation of each node by fusing information from adjacent nodes, so as to mine the
complex correlation relationships inside the network topology [18]. Such characteristics make GCNs
applicable to graph-based systems including social networks and biological networks. A power
system can be regarded as a typical topological graph, where equipment components act as nodes and
power transmission lines serve as connecting edges. In this context, GCNs can effectively learn the
correlation between nodes in power networks and provide comprehensive feature support for anomaly
detection [19]. In actual deployment, however, large-scale power graph data will consume massive
computing and storage resources. How to apply GCNs to power anomaly detection while
guaranteeing computational efficiency remains a critical research challenge.

3. Methods

Aiming to address the drawbacks of existing methods, this paper puts forward the Attentional
GRU-GAN Network (AGNet). This model combines GRU, a generative adversarial network (GAN),
and an attention mechanism to improve the detection performance of power system anomalies.
Among the modules, GRU extracts temporal features of power operation data; GAN produces high-
quality abnormal samples to boost model generalization; the attention module dynamically assigns
weights to highlight key time steps closely related to anomalies. The combination of the three
modules breaks the performance bottleneck of traditional models in processing long sequences and
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complex topological data, and effectively improves the sensitivity and accuracy of anomaly detection.

3.1 Overview of Our Network

The proposed AGNet is built for real-time anomaly monitoring in power systems, with GRU,
GAN, and an attention mechanism as its core modules (see Figure 1). Equipped with gating units,
GRU excels at mining long-range dependencies in time series and identifying abnormal patterns.
GAN expands training samples via adversarial learning: its generator simulates real power abnormal
data, and the discriminator distinguishes sample authenticity. The adversarial game enables the model
to fully learn the distribution characteristics of anomalies and strengthen generalization capability.
The attention mechanism optimizes feature expression by adjusting temporal weights, so that the
model can focus on key moments where faults occur.
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Figure 1. Overall flow chart of the model.

The network workflow is arranged as follows. Original power time series data is imported from
the input layer and then fed into the GRU to extract temporal features and model system operating
rules. The output features are further optimized by the attention module to strengthen effective
anomaly-related information. Afterwards, the features enter the GAN module for adversarial training
to learn complex abnormal data distributions. Finally, the model outputs the anomaly detection results
at the output layer.

The organic fusion of the three modules enables AGNet to fully capture temporal rules of power
systems and comprehensively identify abnormal states. GAN-based data augmentation alleviates the
problem of insufficient rare fault samples in actual scenarios and improves model adaptability. The
attention mechanism further elevates detection sensitivity and precision. The structural design of
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AGNet presents obvious advantages in power anomaly detection tasks.

3.2 Gated Recurrent Unit

GRU, a variant of RNN, addresses the issue of vanishing gradients encountered in processing
long sequences with traditional RNNSs. It achieves this by employing gating mechanisms such as
update and reset gates, enhancing its ability to capture long-term dependencies in sequences more
effectively. GRU's primary objective is to handle various types of time series data, including tasks in
natural language processing, audio processing, and monitoring the operational status of power
systems [20].

In the field of electrical system anomaly detection, the GRU model has been widely used. Its
advantages are mainly reflected in the following aspects. The first is long-term dependency capture
[21]. By introducing update gates and reset gates, GRU can more effectively capture long-term
sequence dependencies in electrical systems, helping to model dynamic changes in the system.
Secondly, GRU can adapt to different frequencies. Electrical system data usually contains
information at different frequencies, such as instantaneous current and daily load changes. The
flexibility of GRU allows it to adapt to features across different time scales. Moreover, compared to
traditional RNN and LSTM, GRU offers fewer parameters and higher training efficiency, making it
advantageous for handling large-scale power data.

In the overall model discussed in this article, the GRU model plays a pivotal role in processing
time series data. It serves as the initial step in integrating the model, responsible for extracting features
from real-time electrical system data. The gating mechanism of GRU allows the model to effectively
handle long-term dependencies within electrical systems, thereby enhancing its capability to detect
abnormal patterns. Consequently, the application of GRU in AGNet significantly enhances the timing
modeling capabilities of the overall system. The structural diagram of the GRU model is illustrated
in Figure 2.
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Figure 2. Flow chart of the GRU model.
The key computational formulas of GRU are summarized as follows:
ze =o(W, - [he—q,x¢] + b,)  [Formula 1]
he = (1 —=2) © he_q + z; Otanh tanh (W, - [ O he_q1, x¢] + by) [Formula 2]
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where z; is the update gate controlling historical information inheritance; h;_; and x; represent
the previous hidden state and current input data; W and b denote trainable weights and biases; o
refers to the sigmoid activation function, and (© denotes element-wise multiplication operation.

3.3 Transformer Module

Generative Adversarial Network (GAN) is a classic adversarial deep learning framework
composed of dual subnetworks: a generator and a discriminator [22]. The model relies on iterative
adversarial optimization: the generator fits the authentic data distribution to synthesize simulated
samples, while the discriminator distinguishes real and generated data. Through continuous
competitive iteration, the generator’s sample simulation capability is continuously optimized, making
GAN widely applied in image synthesis, data augmentation, and fault sample generation tasks.

In power system anomaly detection, GAN is predominantly adopted for data augmentation and
fault sample construction [23]. Actual power operation scenarios suffer from extreme scarcity of
abnormal samples, which easily causes model underfitting and poor generalization. GAN effectively
solves this problem by generating high-quality simulated abnormal samples to enrich training datasets.
Moreover, the adversarial training mechanism enables GAN to fit the intricate and non-linear
distribution of power system fault data, significantly boosting the model’s recognition ability for
various hidden abnormal states.

Within the proposed AGNet, GAN undertakes the core task of data augmentation. It
compensates for the insufficient quantity and single category of real power anomaly samples,
diversifies training data features, and enhances the model’s adaptability to complex and unknown
fault scenarios in practical power system operation, which fundamentally improves the overall
anomaly detection performance. The structural framework of the GAN module is demonstrated in
Figure 3.
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Figure 3. Flow chart of the GAN model.

The core optimization objective of the GAN module is defined as follows:

Loan (G, D) = Expra(oy[10gD (0] + By, [log (1 = D(G(2)))] [Formula 3]

where L;,n (G, D) represents the adversarial loss function; G and D denote the generator and
discriminator, respectively; x is real power data, z is a random noise vector; D(x) and D(G(z)) are
the discriminator’s confidence scores for real samples and generated samples.

G* = argLsun(G,D) [Formula 4]

where G* indicates the optimal generator obtained by the minimax adversarial optimization
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strategy of GAN.

3.4 Whale Optimization Algorithm (WOA) Module

The attention mechanism is a mainstream deep learning optimization strategy that adaptively
allocates feature weights for input data. It guides the network to concentrate on pivotal information
while suppressing irrelevant interference, which has been extensively applied in machine translation,
image target detection, and other intelligent recognition tasks [24].

In power anomaly detection research, the attention module serves as an efficient feature
screening tool to capture critical temporal and spatial fault features [25]. Different from fixed feature
extraction methods, it realizes adaptive weight assignment for different data time steps, effectively
highlighting anomaly-related key information. This selective learning capability significantly
optimizes the model’s feature utilization efficiency and improves fault detection precision.

In the proposed AGNet, the attention module is embedded after the GRU temporal feature
extraction unit. It reweights the extracted time-series features, dynamically amplifying effective fault
feature information at key time steps and weakening redundant normal data features. This design
greatly enhances the model’s ability to perceive subtle abnormal changes in power system operation
data, further optimizing the overall detection performance. The structural details of the attention
mechanism are displayed in Figure 4.

Figure 4. The structure of the AM model.

The core formula of the AM model is as follows:

T
Attention(Q,K,V) = softmax% 014 [Formula 13]
k

where Attention(Q, K, V) represent query, key, and value matrices, respectively; d, denotes
the dimension of the key vector, which is used to normalize the inner product result and stabilize
model training.
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4. Experiment

4.1 Datasets

In order to study the comprehensive application of deep learning in electrical anomaly detection,
we conducted a series of experiments designed to verify the performance of the proposed AGNet
(Attentional GRU-GAN Network) model. In these experiments, we used several different datasets to
obtain comprehensive experimental results.

Electric Power Network Complexity Dataset (ECG5000) is a data set specifically designed for
anomaly detection in electrical systems. The data set contains 5000 current curve segments, some of
which include abnormal conditions in the power system [26]. These anomalies cover a variety of
electrical system faults and abnormal events, making this dataset a challenging and diverse test
benchmark. The source of the dataset mainly covers actual power system operation conditions, as
well as abnormal events introduced through simulation. Such a design aims to enable the model to
cope with various electrical system problems in the real world and have wider generalization
capabilities.

Semi-Synthetic Electricity Consumption Dataset (SEMI-50) is a data set designed to more
realistically simulate abnormal conditions in power systems. This data set combines real power
consumption data and synthetic anomaly patterns, aiming to provide a test benchmark for electrical
system anomaly detection that is closer to actual scenarios. The source of the data set covers real
electricity consumption, which makes the data authentic and reliable [27]. By combining synthetic
anomaly patterns, the data set is able to simulate various anomalies that may occur in the power
system. Each sample in the dataset contains real power consumption data as well as synthetic anomaly
patterns, which enables our model to perform more closely under actual scenarios.

The Synthetic Power System Dataset (Synthetic Power System Data) is a dataset specifically
designed for electrical system anomaly detection tasks and is unique in that it embeds various
synthetic anomaly patterns. The goal of this dataset is to provide a comprehensive testbed for
evaluating model generalization capabilities by introducing diverse anomalies [28]. The source of the
dataset mainly includes synthetic power system data, and different types of abnormal patterns are
artificially introduced, including but not limited to current mutations, voltage fluctuations, etc. This
allows the data set to cover not only the normal operation of the power system, but also a range of
challenging abnormal scenarios. Each sample contains synthetic anomalies in the dataset, providing
our model with test cases under different abnormal conditions.

IEEE 39-node power system data (IEEE 39-Bus Data) is a data set derived from actual power
system operation, aiming to provide a real and reliable test benchmark for electrical system anomaly
detection [29]. This data set contains actual operating data from the IEEE standard 39-node power
system, which has a highly complex power network structure and operating characteristics. The data
sources mainly include the operation of real power systems, which makes the data highly authentic
and reliable. The IEEE standard 39-node power system is a commonly used standard test system in
the field of power systems. Each sample contains real-time data from actual power system operations
in the dataset, and its data reflects various operating states and operations of the actual power system.
Condition.
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4.2 Experimental Details

To comprehensively evaluate the performance of the AGNet model for electrical system
anomaly detection while guaranteeing experimental accuracy and reproducibility, we designed a
complete experimental workflow and adopted multiple public datasets including ECG5000, SEMI-
50, Synthetic Power System Data, and IEEE 39-Bus Data for validation. Before model training, we
implemented standardized data preprocessing: raw data was first cleansed to remove missing values,
outliers, and noise; current, voltage, and other parameters were standardized via mean-standard
deviation transformation to follow a standard normal distribution, and time-series samples were
unified to consistent time steps using interpolation. Afterwards, the entire dataset was split into
training, validation, and test sets at a ratio of 8:1:1 while preserving the original data distribution. We
then configured the network structure and training hyperparameters of AGNet, where the GRU
hidden layer size was set to 128, the generator and discriminator of GAN each contained 3 layers,
and the attention weight was set to 0.5. The model organically combines GRU for time-series
processing, GAN for generating synthetic anomaly samples, and an attention mechanism for detection
performance enhancement.

To explore the contribution of each module and further verify the model's superiority, we carried
out systematic ablation experiments and comparative experiments. In ablation studies, we removed
GRU, GAN, and the attention mechanism separately and compared the model performance with the
complete AGNet, so as to clarify the necessity and functional characteristics of each component in
electrical anomaly detection. After verifying individual modules, we re-evaluated the full model to
confirm the synergistic effect among different components. In comparative experiments, we took the
attention mechanism as the benchmark and compared it with Adam. We set corresponding
hyperparameters for each optimization method and analyzed their performance differences on the test
set, so as to explore the advantages of different strategies in this detection task.

4.3 Experimental Results and Analysis

In Table 1, a comprehensive performance comparison was conducted between the AGNet model
and other classic models (qgi, khan, zhang, dafda, islam, tian) across various datasets. Performance
evaluation was based on indicators such as Accuracy, Recall, F1 Score, and AUC, specifically for the
electrical system anomaly detection task. On the ECG5000 dataset, AGNet performed well, reaching
an accuracy of 95.21%. Compared with other models, the accuracy was significantly improved.
Similarly, on the SEMI-50 and Synthetic Power System Data datasets, AGNet's accuracy was 94.49%
and 92.63%, respectively, both exceeding the comparison model. AGNet also performed well on the
IEEE 39-Bus Data dataset, reaching an accuracy of 97.65%. In addition, AGNet has also achieved
significant advantages in indicators such as recall rate, F1 score, and AUC on all datasets.

Table 1. The comparison of different models in different indicators of ECG5000 Datasets, SEMI-50
Datasets, Synthetic Power System Datasets and IEEE 39-Bus Datasets.

Datasets

Mod Synthetic Power System
ECG5000 SEMI-50

IEEE 39-Bus Data
el Data

Accu Rec F1 A Accur Rec F1 A Accur Rec F1 A Accur Rec F1 A

33



Journal of Intelligence Technology and Innovation (JITI), 2026, 4(3), 25-43.

racy al Sor UC acy all Sor UC acy all Sor UC acy all Sor UC

ce ce ce ce
i 85. 90, 2. 84, 90, 3. 92. 84, 2. 85, 90. 2.
Q[ 9622 94.07 87.93 88.42
30] 73 54 97 67 87 26 21 56 89 73 78 51
Kh
91,  90. 86. 85. 87. 88, 88, 83, 86. 9. 86. 90.
an[ 89.89 9471 90.09 92.8
43 88 52 48 93 41 67 42 48 05 77 8
31]
Zh
an 9. 86 87. 88, 90, 86. 84, 87. 85 88, 86, 03
87.11 87.71 89.08 89.26
o3 15 56 14 06 01 86 87 47 41 21 92 08
2]
Da
fda 87. 85 03 85. 86 84 86. 85 90, 85. 87. 86.
86.93 94.8 89.64 94.72
33 21 10 47 7 56 7 12 78 65 53 72 65
]
Isl
am 89, 83, 2. 84, 88, Ol 89, 83, 87. 89, 89, 3.
937 96.31 88.03 89,57
34 9%5 93 25 37 91 79 52 79 44 34 95 22
]
Tia oiup 85 B4 90 85 86 8o . 8. 9L 9L . . 9 8. 84
2][3 P39 g4 94 23 e 61 o' 76 07 a4 %% 61 08 87
ou 95. 93 Ol 95. 95 03 9. 93. 96. 97. 93 94
95.21 94.49 92.63 92.98
s 07 51 5 68 93 42 62 14 88 65 41 17

Source: By authors.
In Figure 5, we visualize the contents of the table and clearly show the comparison of different

models on various indicators. The results of this experiment show that AGNet exhibits excellent
performance in electrical system anomaly detection tasks, outperforming other classic models.
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Comparison of Models on Different Datasets
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Figure 5. Model accuracy verification comparison chart of different indicators of different models.

As shown in Table 2, we comprehensively compared the efficiency of the AGNet model and
other classic models (qgi, khan, zhang, dafda, islam, tian) on different data sets. We focused on key
performance indicators such as model parameter volume, floating point operations (FLOPS),
inference time, and training time. In terms of the number of model parameters, AGNet has a smaller
scale than other models, reducing the storage requirements of the model. For example, on the
ECG5000 dataset, the parameter amount of AGNet is 339.92M, while the parameter amount of other
models is generally larger, such as the AA model, which is 491.69M, and the BB model, which is
663.62M. In terms of FLOPs (floating point operations), AGNet also performs well and has fewer
floating point operation requirements. In the SEMI-50 dataset, AGNet exhibits significantly lower
FLOPs at 3.65G compared to other models like the BB model, which has 7.65G. Moreover, AGNet
demonstrates notable advantages in inference time and training time. For instance, on the IEEE 39-
Bus Data dataset, AGNet's inference time is 5.63ms and training time is 335.86s, showcasing superior
efficiency compared to other models. Figure 6 illustrates a comparison chart of model efficiency
across different indicators.

Table 2. Model efficiency verification and comparison of different indicators of ECG5000 Datasets,

SEMI-50 Datasets, Synthetic Power System Datasets and IEEE 39-bus Datasets.
Datasets
M Synthetic Power System
ECG5000 SEMI-50
od Data
el Para InNf Flo Tra Para InNf Flo Tra Para InNf Flo Tra Para InNf Flo Tra

meter ere ps( ini meter ere ps( ini meter ere ps( ini meter ere ps( ini

IEEE 39-Bus Data
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Figure 6 provides an intuitive visualization of these data, clearly showing the comparison of

different models in terms of efficiency. Experimental results show that AGNet is significantly better
than other classic models in terms of efficient performance, with smaller parameters, FLOPs, and
shorter inference and training times, providing more efficient monitoring results for real-time

monitoring of electrical system anomalies.
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Comparison of Models on Different Datasets
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Figure 6. Model efficiency verification comparison chart of different indicators of different models.

As shown in Table 3, we conducted a series of ablation experiments to gradually remove
different components of the AGNet model, including GRU, GAN, and Attention Mechanism (AM).
By comparing experimental results, we delve into the impact of each component on model
performance. When GRU is removed (GRU+AM), the model performance drops slightly; for
example, the Accuracy on the ECG5000 dataset drops from 96.26% to 91.49%. This shows that GRU
plays an important role in handling spatiotemporal feature learning tasks, especially in anomaly
detection in electrical systems. After removing the GAN component (GAN+AM), the model declined
in various indicators, showing the positive contribution of GAN in generating synthetic anomaly
samples and data enhancement. For example, on the IEEE 39-Bus Data dataset, the accuracy dropped
from 96.98% to 86.4%. However, removing the Attention Mechanism (AM) (GRU+GAN) led to a
decline in the model's performance, particularly in metrics like F1 Score and AUC. This underscores
the pivotal role of AM in enhancing the model's sensitivity and accuracy in detecting electrical system
anomalies. Finally, in the evaluation of the overall model (ALL), we verified the mutual
complementarity and synergy of each component of AGNet. The results show that AGNet achieves
the best performance on various data sets, and Accuracy exceeds 96% on all data sets.

Table 3. Ablation experiments on the AGNet module of ECG5000 Datasets, SEMI-50 Datasets,
Synthetic Power System Datasets and IEEE 39-Bus Datasets.
Datasets
Model Synthetic Power

ECG5000 SEMI-50 IEEE 39-Bus Data
System Data
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F1 F1 F1 F1
Acc Re A Acc Re A Acc Re A Acc Re A
So So So So
urac cal U urac cal U urac cal U wurac cal U
| rc c | rc c | rc c | rc c
y e y e y e y e
GAN+ 88. 86. 83. 93. 90. 85. 91. 84. 93. 86. 90. 86.
95.05 86.21 86.4 90.93
AM 1 23 83 39 92 99 33 84 6 74 77 97
GRU+ 90. 89. 93. 90. 84. 84. 87. 87. 93. 86. 85.
91.49 87.64 93.43 86.39 89
AM 08 97 23 07 36 01 32 4 57 71 95
GRU+ 93. 87. 92. 93. 86. 88. 85. 83. 86. 92. 86. 85.
90.32 88.41 96.23 89.56
GAN 31 54 58 14 24 14 2 9 85 06 8 14
ALL(
95. 91. 95. 94. 92. 95. 95. 93. 94. 95. 92. 95.
96.26 96.35 96.98 97.88
AG)Ne 67 88 27 4 54 19 88 67 65 91 73 46
t

Source: By authors.

Figure 7 intuitively presents the experimental outcomes, clearly demonstrating the contribution
of each module to model performance. The results validate the indispensability of individual
components and their favorable synergistic collaboration in the proposed AGNet.

Comparison of Models on Different Datasets
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Figure 7. Ablation experiments on the AGNet Model.

Table 4 summarizes comparative experiments on multiple optimization strategies including
Adam, Bayesian optimization and PSO, as well as the attention mechanism (AM), to evaluate their
performance in power anomaly detection. Quantitative results reveal that the embedded attention
mechanism achieves comprehensive superiority over alternative optimization methods in parameter
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quantity, computational complexity, inference speed, and training efficiency. On the IEEE 39-Bus
dataset, the AM-based scheme reduces model parameters while maintaining lower FLOPs and higher
training and inference efficiency. It also outperforms Bayesian optimization across all test datasets,
especially in time consumption, with its inference time reduced to 187.61 ms on the SEMI-50 dataset,
far faster than the 393.76 ms of the Bayesian method. Moreover, the proposed AM module surpasses
PSO optimization on the ECG5000 dataset in all evaluated metrics, demonstrating prominent
comprehensive advantages in practical electrical anomaly detection tasks.

Table 4. Comparative experiments on the AM module of different indicators of ECG5000 Datasets,
SEMI-50 Datasets, Synthetic Power System Datasets and IEEE 39-Bus Datasets.

Datasets

Synthetic Power

ECG5000 SEMI-50 IEEE 39-Bus Data
System Data
Inf Inf Tr Inf Inf
M ere ere ai ere ere )
. Par . . Par Tral
od Para nc Fl Trai nc FIl ni Para nc FlI Trai nc Fl .
: am : am nin
el mete e op ning e op ng mete e op ning e op
. . ete ) . _ ete g
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rs( rs( tim
) me G) (5) me G) m ) me G) () me G)
M) M) e (s)
(m (m e (m (m
S) S) (s) S) S)

Ad 364, 273 248 306. 355 331 220 41 385. 303 298 384, 285. 251 343 386.
am 55 .04 53 87 96 64 46 4.8 64 03 91 12 6 38 33 08

Ba
34

ye 397. 301 267 288. 263 374 393 : 382. 263 246 289. 381l. 298 215 396.
sia 52 56 32 04 .04 25 .76 7é 51 52 96 94 77 52 76 88
n
36
PS 344, 367 267 324. 351 256 278 A 305. 306 244 287. 362. 282 394 399.
e) 91 .19 75 14 7 6 54 55 .17 64 57 26 45 01 65
11
A 211, 181 207 2246 154 186 187 o 157. 113 227 189. 208. 218 202 197.
M 33 52 12 7 58 57 .61 35 55 38 67 75 58 .72 53 96

Source: By authors.

Figure 8 intuitively visualizes the above comparative experimental results, distinctly illustrating
the stable performance superiority of the attention mechanism across all datasets. The experimental
findings confirm the vital role of the attention module in AGNet, proving that it outperforms
conventional optimization algorithms in electrical anomaly detection tasks.
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Comparison of Models on Different Datasets
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Figure 8. Comparative experiments on the AM model.

5. Discussion and Conclusion

Power systems feature complex dynamic characteristics and strict real-time requirements, which
create substantial limitations for conventional anomaly detection techniques in processing variable
and large-scale data. As power grid architectures become more intricate and new energy sources are
widely integrated, accurate fault identification has become increasingly essential. Conventional
detection methods fail to adapt to dynamic system fluctuations and capture subtle anomalies stably,
making advanced intelligent detection solutions urgently needed for grid operational safety. To tackle
these issues, this work develops an improved GAN-based AGNet model on the basis of existing
algorithms, aiming to deeply mine complex power data features and strengthen anomaly detection
and response capacities. Sufficient experimental validation on multiple datasets demonstrates that
AGNet achieves state-of-the-art detection accuracy and outperforms conventional and other deep
learning baselines.

Although the integrated multi-module AGNet exhibits prominent effectiveness in power
anomaly detection, it still has room for optimization. The model currently lacks sufficient capability
for identifying compound complex faults and presents limited anti-interference ability against noisy
input data. Furthermore, its practical adaptability under diverse power market scenarios requires more
long-term field verification. Future research will focus on addressing these deficiencies. We will
introduce cutting-edge deep learning strategies to optimize model robustness, explore advanced
optimization algorithms to boost overall detection performance, and conduct in-depth research on
model generalization limitations. These improvements will promote the practical deployment of the
proposed method and provide novel technical support for intelligent anomaly monitoring of power
systems.
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